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In January atsec celebrated its 10th anniversary - which made me look back on 
the last decade. Ten years ago, atsec was a just-realized dream, the fruit of a 
hopeful partnership of three friends and colleagues in Germany. Today, atsec is 
a thriving, successful reality in Europe, the U.S. and China. We extend our deep-
est thanks to our customers, our people, and to all those who have supported us 
over the years.

In the decade since our founding, there have of 
course been many changes within atsec to sup-
port our emergence and growth as a respected 
international company in the Information Securi-
ty community. The amazing thing is that the core 
qualities of atsec’s character have not changed: 
our enthusiasm, our energy, our caring and sup-
port for one another, and our shared passion for 
information security. The principles that we artic-
ulated on our very first day as atsec:

know the business, ▪
stay focused, ▪
be independent, and above all,  ▪
act with integrity ▪

remain our guiding principles today and will continue to guide us into the future.
I find it very satisfying that consistent application of our core qualities and our 
guiding principles not only make atsec successful, it helps to make our custom-
ers and the whole Information Security industry successful. We can all take pride 
in knowing that atsec’s energy is helping to forge better security standards for 
the whole Information Security community. By diligently applying those standards 
both to our everyday customer engagements and to our own organization, we of-
fer to others and provide for ourselves the most respected and responsible infor-
mation security practices in the world. In the years to come, we will continue to 
monitor and improve those standards, as well as persist in helping our custom-
ers improve their products and organizations from the IS point of view.

Many thanks to our customers, employees and partners.

Salvatore la Pietra
CEO

atsec employees’ expertise is 
in demand: we are members of 
international boards, speakers 
on conferences, and authors of 
books and articles.

At the 10th ICCC in Tromsø, Nor-
way atsec provided these five 
talks:

Evidence based Evaluations  ▪
Chances and Challenges 
(Helmut Kurth)
Trusting Virtual Trust  ▪
(Jeremy Powell)
Taking White Hats to the  ▪
Laundry: How to Strengthen 
Testing in CC  
(Apostol Vassilev)
An Attack Surface based   ▪
Approach to Evaluation 
(Helmuth Kurth)
OSPP: A Flexible Approach to  ▪
Operating Systems Security 
(Gerald Krummeck)

Ken Hake, Laboratory Manag-
er for atsec U.S., commented: 
“Providing several speakers at 
an event like the ICCC clear-
ly shows our ongoing commit-
ment to the further develop-
ment of the Common Criteria 
and our ambition to contribute 
to the community of IT security 
professionals who use the stan-
dard in their daily work.“

 The principles that we 

articulated on our very 

first day as atsec:

 ▪ know the business,

 ▪ stay focused,

 ▪ be independent,  

 and above all, 

 ▪ act with integrity

Upcoming “PCI Compliance for Large Computing Systems” Report

This new report, being writ-
ten by atsec in association 
with IBM and other leading 
mainframe experts, is aimed 
at addressing the need for 
guidance and information by 
Qualified Security Assessors 
(QSA), merchants and ser-
vice providers whose card 
holder data environment is 
largely based on mainframe 
technology. It may also be of 
interest to acquirers and card 
brands demanding compli-
ance with the standards. 
Achieving and assessing Pay-
ment Card Industry (PCI) com-
pliance in a Large Comput-

ing System environment is 
a challenge as the standards 
are more focused towards 
a distributed systems para-
digm. A full understanding of 
the security features and ad-
vantages of the complex en-
vironment can provide assur-
ance of conformance to the 
standards but is a very broad 
and detailed topic.
atsec will present an analy-
sis of the PCI standards in the 
context of a Large Comput-
ing System environment and 
provides focused guidance to 
QSA and their customers on 
both the PCI assessment of 
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such environments and the 
resources available to sup-
port an assessment.
Drawing from an extensive 
knowledge of mainframe and 
Large Computing Systems 
security coupled with ex-
perience as an accredited 
QSA company, atsec’s con-
sultants have gained a thor-
ough understanding of the 
security of these systems 
at every level, including op-
erating systems, virtualiza-
tion technology, applications, 
net working and communica-
tion, and mainframe environ-
ments. This experience has 

been gained through Com-
mon Criteria evaluation for 
the US and Europe govern-
ments, cryptographic test-
ing and analysis, and main-
frame penetration testing for 
large financial customers on 
the following systems and ap-
plications: z/OS, z/VM, PR/SM, 
System SSL, DB2, Oracle, and 
multiple Tivoli and third party 
vendor applications.

You can find the document, as 
well as information on our PCI 

service offerings, on our website: 
http://www.atsec.com/us/pci-lcs.html 

http://atsec.com/us/ 
it-security-services.html

Mainframe Penetration Testing

The most prevalent attack-
er cited in most threat mod-
els is the insider. With main-
frames, threats involving in-
sider attackers are a very se-
rious issue. Mainframes are 
notoriously difficult to con-
figure properly, and are very 
complex.
Many companies, including 
financial institutions, insur-
ance companies, and tele-
communication companies 
realize the need to test the se-
curity posture of their main-
frame systems and the appli-
cations that run on them.
Whether this is necessary 
to meet regulatory require-
ments or is performed for 
“peace of mind” or for risk 
management purposes, atsec 
has the expertise to perform 
a professional and thorough 
job. z/OS penetration tests 
are deployed to assess the 
technical security of a single 
system, a large complex net-
work, or a specific application 

from an attacker’s point of 
view. Even a well planned in-
frastructure design does not 
prevent the technical imple-
mentation from containing 
vulnerabilities. Those vulner-
abilities can only be reliably 
detected by penetration test-
ing, where extensive knowl-
edge and experience are 
used to search for erroneous 
configurations and flaws in 
the programming.
Regular penetration tests 
are an appreciated measure 
to guarantee a current over-
view of your company’s secu-
rity. Deficiencies in organiza-
tional processes for intrusion 
detection and reaction can be 
identified.
Penetration testing shows 
whether a company’s securi-
ty policy is a living document 
or just another piece of pa-
perwork.
Our mainframe operating sys-
tem penetration testing uses 
a four-step process to identi-

fy vulnerabilities that can ex-
ploit your mainframe, either 
via authorized access or by 
compromising access control 
mechanisms:

1) Organizational Review 
 to obtain an overview of 

the operational environ-
ment and security infra-
structure, as well as estab-
lish project working proto-
cols and goals.

2) System Audit
 to further understand, in 

depth, the system config-
uration, enabling identifi-
cation of potential vulner-
abilities in the configura-
tion. The audit identifies 
areas to potentially exploit 
for penetration.

3) Penetration Test
 perform manual and au-

tomated penetration tests 
based on the acquired 
knowledge of the environ-

ment obtained in the pre-
vious steps and industry 
standard methods.

4) Security Impact and 
 Recommendations
 provide security impact 

statement and recommen-
dations.

These recommendations can 
be used as input to a risk as-
sessment plan in order to im-
plement recommended cor-
rective actions.



atsec has unparalleled ex-
pertise, skills and knowl-
edge of mainframes. atsec 
has evaluated z/OS and oth-
er applications at the strin-
gent EAL4 and EAL5 level for 
the Common Criteria certifi-
cation as well as performed 
testing for FIPS 140-2 compli-
ance. These evaluations and 
tests include thorough anal-
ysis of security functional-
ity using design information 
from an architectural level to 
source code analysis. Includ-

ed are independent tests 
(penetration tests) as well 
as assessment of developer 
testing and a thorough vul-
nerability analysis.

atsec has evaluated the fol-
lowing mainframes at vari-
ous EAL levels:

IBM z/OS V1R6 EAL 3+ ▪
IBM z/OS V1R7 EAL 4+ ▪
IBM z/OS V1R8 EAL 4+. ▪
IBM z/OS V1R9 EAL 4+ ▪
IBM z/VM EAL 3+ ▪
IBM DB2 EAL 3+ ▪
IBM LPAR EAL 4+ ▪
IBM GS/Kit ▪
IBM PR/SM LPAR EAL 5 ▪
IBM PR/SM z9 109 EAL 5 ▪
IBM PR/SM z990 EAL 4 ▪

IBM PR/SM z990 EAL 5 ▪
IBM PR/SM z990/890 EAL  ▪
4
IBM PR/SM z990/890 EAL 5 ▪
Vanguard Enforcer 7.1  ▪
EAL 3+
Oracle Database 10g ▪

abling, altering, or obtaining control of z/OS system process-
es and resources unless allowed by the installation. Specifi-
cally, z/OS “System Integrity” is defined as the inability of any 
program not authorized as a mechanism under the installa-
tion’s control to circumvent or disable store or fetch protec-
tion, access a resource protected by the z/OS Security Serv-
er (RACF®), or obtain control in an authorized state; that is, 
in supervisor state, with a protection key less than eight (8), 
or Authorized Program Facility (APF) authorized. In the event 
that an IBM System Integrity problem is reported, IBM will al-
ways take action to resolve it.

If system integrity was not in place, any user would be able to 
obtain control in a system state. Once in system state the user 
would be able to, in essence, do whatever they wanted. They 
could look at, modify or delete resources to which they should 
not have access. They could corrupt system data structures 
and cause a denial of service. They would have no controls 
placed on them whatsoever since the system would be treat-
ing them as trusted entities with the assumption they would 
not purposefully do harm to the system or data.

As mentioned previously, when it comes to security on main-
frame systems, people immediately focus on the capabilities 
of the ESMs. It is easy to understand the reasons why the se-
curity administrators focus on the capabilities of the ESMs. 
The ESMs are the method for establishing new users, setting 
up passwords, establishing access to both system and prod-
uct specific resources. System and product related documen-
tation specify the settings to use in the ESMs to secure the 
functionality provided.

Just as most security administrators focus on the function-
ality contained within the external security monitors when 
establishing security for the system, auditors focus on the 
settings and policies established using these products when 
they perform a security audit of a system. The auditors en-
sure that industry best practices are in place, that security 
implementations follow the guidelines presented in the sys-
tem and product documentation. They ensure that appropri-
ate policies are in place and being followed. This establishes 
a good set of checks and balances to ensure that the ESMs 
are set up correctly and all resources are protected. But, does 

Mainframe customers have business requirements for con-
tinuous system availability. System down time or unplanned 
outages, even of short duration, can cost millions of dollars 
in lost revenue or other significant negative business impact. 
Thus mainframe customers do not think about availability 
in terms of minimizing the time of an outage; they think in 
terms of minimizing outages—period. Again, this is historical. 
From the beginning a basic assumption for mainframe cus-
tomers has been that hundreds or even thousands of users 
would depend on it. That is why its error detection and cor-
rection systems are so deeply ingrained. In fact, the antici-
pated mean time between failures of current mainframe sys-
tems approaches 30 years or more.

OK, so mainframes are reliable, but are they secure? On 
IBM mainframes most people would immediately launch in-
to discussions of the external security monitors (ESMs) when 
talking about securing the systems. There are three major 
ESMs, IBM’s Security Server (RACF®), Computer Associates 
CA-ACF2® and Computer Associates CA-Top Secret®. These 
products are what security administrators for mainframes use 
to secure access to resources on mainframes. All 3 ESMs have 
been available since roughly 1980, and have had the time to 
build highly reliable, robust, very functional products. While all 
of these products provide superior capabilities to secure ac-
cess to resources, none of them would be able to secure the 
system without having integrity at the system level to build 
upon. Like many systems, IBM mainframes separate normal 
user program execution from system program execution. This 
separation is accomplished by protecting storage from inad-
vertent storing and fetching and having very well defined in-
terfaces for requesting system functions. IBM has been using 
these same methodologies for separation on the mainframe 
for decades and has had the time and expertise to get it right. 
IBM refers to this separation and the inability of a normal us-
er to execute code as system code without explicit permis-
sion as system integrity. To this end, IBM has issued the fol-
lowing Statement of Integrity:

IBM’s commitment includes design and development practic-
es intended to prevent unauthorized application programs, 
subsystems, and users from bypassing z/OS security – that 
is, to prevent them from gaining access, circumventing, dis-

this mean the system is secure? At the risk of sounding like I 
am contradicting myself, I am going to say – No it does not 
mean the system is secure!

Regardless of the settings of the external security monitor 
and the security policies in place, no system is secure if sys-
tem integrity is not maintained. In order to ensure that a sys-
tem is secure, periodic integrity testing of vendor and system 
software is required. When looking at system integrity on an 
IBM mainframe, one must consider the potential attack vec-
tors that a malicious user would use to circumvent integrity. 
There are only a few ways that a user can use to change from 
user state to system state:

Program Calls (PCs) ▪
Supervisor Calls (SVCs) ▪
Authorized (AC=1) modules in Authorized Program  ▪
Facility (APF) Libraries 

For each of these mechanisms, the methods used to circum-
vent integrity are similar. Secure coding guidelines can (and 
should) be used to prevent any circumvention. The most com-
mon mistake made by developers when creating these inter-
faces is not handling user input correctly. User input should 
never be trusted and must always be thoroughly validated 
before use and then protected from change during use. On-
ly modules that require the AC=1 attribute in APF libraries 
should have the attribute. Almost all integrity violations ex-
ploit one of these methods in one way or another. Once dis-
covered, an integrity flaw can be abused in numerous ways. 
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IBM Mainframe Security ‒ The Legend and the Myth
IBM mainframes, the word conjures up images of gigantic machines capable of processing huge amounts of 
data. Systems that have been around for over half a century, that process most of the world’s business trans-
actions.

It can be used to elevate a user’s authority on the system so 
that they can access data and resources to which they should 
not have access. Integrity flaws can be used to cause seri-
ous denial of service scenarios ranging from performance is-
sues to system outages. In a nutshell, once an integrity flaw 
is discovered, the exploiter can perform any action on the 
system they desire.

Verifying system integrity is not an easy process. Just the 
volume of things that need to be checked can be daunting. 
A typical IBM mainframe today has up to 256 SVCs, sever-
al hundred PCs and several hundred authorized modules in 
APF libraries. Appropriate software tools and extensive sys-
tem knowledge is required to perform the task of checking 
the SVCs, PCs and APF authorized programs and exits devel-
oped for a specific installation (or installed by third party soft-
ware) correctly.

Making the assumption that all products available for the IBM 
mainframe have no integrity flaws is foolhardy. While not all 
people have the expertise to discover an integrity flaw, it re-
quires almost no knowledge at all to execute an exploit once 
it has been discovered. 

System security requires and utilizes a layered implementa-
tion. System integrity is at the foundation of that implemen-
tation. If integrity is not there, the rest of the implementa-
tion can come crashing down regardless of the due diligence 
spent in setting it up.
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atsec’s Mainframe Experience
atsec has unparalleled ex-
pertise, skills and knowl-
edge of mainframes. atsec 
has evaluated z/OS and oth-
er applications at the strin-
gent EAL4 and EAL5 level for 
the Common Criteria certifi-
cations as well as performed 
testing for FIPS 140-2 com-
pliance. These evaluations 
and tests include thorough 
analysis of security func-
tionality using design in-

formation from an architec-
tural level to source code 
analysis. Included are inde-
pendent tests as well as as-
sessment of developer test-
ing and a thorough vulner-
ability analysis (including 
penetration testing).

atsec has evaluated security 
functionality at various EAL 
levels for the following main-
frame features:

IBM z/OS V1R10 EAL 4+ ▪
IBM z/OS V1R9 EAL 4+ ▪
IBM z/OS V1R8 EAL 4+ ▪
IBM z/OS V1R7 EAL 4+ ▪
IBM z/OS V1R6 EAL 3+ ▪
IBM z/VM 5.3 EAL 4+ ▪
IBM z/VM 5.1 EAL 3+ ▪
IBM PR/SM z10 EC EAL 5 ▪

IBM PR/SM z10 EC/BC EAL 5 ▪
IBM PR/SM z9 109 EAL 5 ▪
IBM PR/SM z990 EAL 4 ▪
IBM PR/SM z990 EAL 5 ▪
IBM PR/SM z990/890 EAL 4 ▪
IBM PR/SM z990/890 EAL 5 ▪
IBM DB2 Version 8 EAL 3+ ▪
IBM RHEL3 AS EAL 3+ ▪
IBM RHEL3 WS EAL 3+ ▪
IBM RHEL4 Update 1 EAL 4+ ▪
IBM RHEL5 EAL 4+      ▪
IBM SLES 10 EAL 4 ▪
IBM SLES9 EAL 4+ ▪


